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INTRODUCTION

The increasing ubiquity and proliferation of digital
technologies is a reality of the 21st century life -
this is associated with a convergence and
amalgamation of the digital and the physical
spheres of our lives. Information and
communication technologies are increasingly
becoming part of the critical infrastructure that
supports many domains of our lives, from
education, health, transportation, and finance, to
social networking, entertainment, and leisure
services.

In these 21st century information/digital society
contexts, the necessity for cyber resilience has
become heightened. Cyber resilience is the ability
of individuals, communities, cities, and countries
to achieve the desired outcomes in the face of
disruptions of information and communication
technology services and infrastructure due to
adverse cyber events. These adverse cyber events
could be caused by technical and system faults,
advanced persistent threats, as well as natural
phenomenon such as floods and typhoons.

The importance of cyber resilience was
underscored in the 2012 World Economic Forum
report titled "Partnering for Cyber Resilience",
which emphasized the role of partnerships

and multi-stakeholder engagements towards the
critical goals of enhancing cyber resilience.

1 WEF, “Partnering for Cyber Resilience,” World Econ. Forum,
January, 2012.

The UN Sustainable Development Goals also
advance the goal of “making cities and human
settlements inclusive, safe, resilient, and
sustainable” under SDGI1. The notion of resilience
as articulated in this goal is about the overall
ability of cities and human settlements to recover
from adverse events such as natural disasters.

The similar notion of resilience is noted in The
New Urban Agenda which was adopted at the
Habitat lll'conference in 2016 towards
“strengthening resilience in cities to reduce the
risk and the impact of disasters”.

Further, the Sendai Framework for Disaster Risk
Reduction’also places key focus on strengthening
resilience against disasters, which are broadly
defined as “man-made hazards and related
environmental, technological, and biological
hazards and risks”.

Adverse cyber events are an inevitability of the
21st century information society/digital life. The
negative impact of these events is not only
disruptive to societies, it also represents
economic costs, loss of safety and security, and in
extreme cases, the loss of livelihood and life.

Despite the inevitability of adverse cyber events,
the risks associated with these events can be
managed through extensive whole-of-society
cyber resilience strategies and planning.

2 Habitat Il Secretariat and United Nations, The New Urban
Agenda. 2017.

5 UNDRR, “Sendai Framework for Disaster Risk Reduction 2015 -
2030,” 2015.
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CYBER RESILIENCE DEFINED

The following are notions of resilience that are

relevant within the technology and cyber domain:”

RESILIENCE FOR THE NATION
"ability to adapt, withstand and rapidly recover
from emergencies."

CRITICAL INFRASTRUCTURE RESILIENCE
"ability to reduce the magnitude of disruptive
events"

COMMUNITY RESILIENCE
"ability to prepare for hazards, adapt, withstand
and rapidly recover from disruptions"

INFORMATION SYSTEM RESILIENCE
"ability of the system to function under adverse
conditions or stress"

NETWORK RESILIENCE
"ability of the network to provide and maintain
acceptable level of services in face of faults"

RESILIENCE ENGINEERING
"ability to build systems that can anticipate,
survive, adapt and recover from disruptions"

The terms e-resilience, digital resilience and
cyber resilience are used to refer to the ability to
prepare for, withstand, adapt, and recover from
adverse cyber events.

Although sometimes used interchangeably, these
terms are also defined as follows:

E-RESILIENCE

"ability of ICT systems to withstand, recover from
and change in the face of external disturbances”.”
This definition adopts a more technical/systems
perspective to resilience.

DIGITAL RESILIENCE
"ability to harness digital resources to sustain
well-being"”

CYBER RESILIENCE

The definition of cyber resilience advanced in this
report is "the capacity for positive adaptation
to achieve the desired functioning in the
context of significant adverse cyber events".
The end of resilience in this definition is not
technical, but rather to support individuals,
communities, organizations, and countries to
achieve desired outcomes in their use of cyber
resources.

* National Institute of Standards and Technologies, "Developing
Cyber Resilient Systems: A Systems Security Engineering
Approach", SP 800-160 Vol. 2, 2019

> United Nations Economic and Social Commission for Asia and
the Pacific, "E-resilience", Available:
https://www.unescap.org/our-work/ict-disaster-risk-
reduction/e-resilience/about

¢ United Kingdom Council for Internet Safety, "Digital Resilience
Framework", Available: https://www.gov.uk/government/

publications/digital-resilience-framework
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CO-PRODUCTION OF CYBER RESILIENGE l//

Cyber resilience effort and strategy has
traditionally been considered from the position of
enabling governments and business to deliver the
intended outcomes despite disruptions to
information and communication systems. There
has also been a general focus on the security and
resilience of critical information infrastructure,
such as industrial control systems, supervisory
control, and data acquisition systems and also on
sectors, such as telecommunications, banking,
and health services.

Despite the tendency for cyber resilience to be
framed from a narrow operational domain (e.g.,
informational, physical), it is in fact an attribute of
the whole system and should be considered not
only from the perspective of the interrelated
operational domains but also of interdependent
and interconnected cyber ecosystem.’

Globally there is a recognition of the need for
multi-stakeholder partnership and engagement
towards achieving cyber resilience. For example,
the EU cybersecurity strategy defines five
strategic priorities, which include achieving cyber
resilience through strengthening engagement
between the public authorities and the private
sector, as well as developing cyber capabilities
and enhancing the synergy between governments
the civilians.’

In a paper reviewing the US's policy positioning
on the cyberspace, the importance of the
government's interaction with the private sector
partners has been highlighted, as well as the
engagement with cybersecurity citizen,
suggesting that “success will remain illusive if
government-to-private business relations do not
improve and ... if the general public remains
inactive in contributing to national cybersecurity””
Thus, beyond the challenge of the disconnect of
the private sector, getting “individuals, home
users, and small groups to see the value in sharing
responsibilities for cyber resilience” has also been
a challenge.

The motivation for the ownership of the cyber-
resilience objective has traditionally been minimal
for individual citizens and civil society
organizations. However, they are increasingly
becoming a key stakeholder in the cyber
ecosystem because they represent one of the key
cyber attack surfaces and vectors (e.g., through
social engineering), they suffer immense loss due
to adverse cyber events including through identity
theft, data leakages and dis/misinformation, and
they have an important role of play in the co-
production of cyber resilience at the individual,
community, national, and global levels.

7, Linkov, D. A. Eisenberg, K. Plourde, T. P. Seager, J. Allen, and A.
Kott, “Resilience metrics for cyber systems,” Environ. Syst. Decis.,
vol. 33, no. 4, pp. 471-476, 2013.

8 European Commission and High Representative of the European
Union for Foreign Affairs and Security Policy, “Cybersecurity
Strategy of the European Union: An Open, Safe and Secure
Cyberspace” Eur. Comm., p. 20, 2013.

? R. J. Harknett and J. A. Stever, “The Cybersecurity Triad:
Government, Private Sector Partners, and the Engaged
Cybersecurity Citizen,” J. Homel. Secur. Emerg. Manag., vol. 6,
no. 1, 2009.
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explore the following:

7

REVIEW OF NATIONAL CYBER SECURITY
STRATEGIES IN ASIA AND THE PACIFIC

Research has been undertaken to investigate the co-production of cyber resilience in Asia and the
Pacific. The research reviewed the national cyber security strategies of 14 countries in the region to

¢ The involvement of civil society stakeholders in the development of the cyber security strategies
* The extent to which resilience is incorporated into the cyber security strategies
e The extent to which whole-of-society perspectives are adopted in the strategies

e The roles, responsibilities and mechanisms for participation ascribed to the civil society
stakeholders (i.e., individual citizens, communities, and third sector organizations) in the

strategies

The following countries were selected for the review, representing a wide variety in terms of the

commitment to cybersecurity (i.e., Global Cybersecurity Index - GCI), cybersecurity maturity (i.e.,

Australian Strategic Policy Institute - ASPI), and overall level of development (i.e., Human
Development Index - HDI)

12

Country CCl ASPI HDI
Afghanistan Low - Low
Australia High High Very High
Bangladesh Medium Medium Medium
China High Medium High
India High Medium Medium
Japan High High Very High
Malaysia High High Very High
New Zealand High High Very High
Philippines Medium Medium High
Samoa Medium - High
/7// Singapore High High Very High
/ South Korea High High Very High
/ Sri Lanka Medium - High
Vanuatu Low Low Medium

1017y, "Global Cybersecurity Index", Available: https://www.itu.int/en/ITU-
D/Cybersecurity/Pages/global-cybersecurity-index.aspx

" ASPI, "Cyber Maturity in the Asia Pacific Region 2017", Available:

https://www.aspi.org.au/report/cyber-maturity-asia-pacific-region-2017

2 UNDP, "Human Development Report 2019", Available:

http://hdr.undp.org/sites/default/files/hdr2019.pdf
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CYBER RESILIENCE THINKING IN STRATEGIES

The following are the high-level key findings on
the extent to which cyber resilience is
incorporated in the national cyber security
strategies of the selected countries.

USE OF "RESILIENCE" TERMINOLOGY

* Most countries use the term resilience in the
national cybersecurity strategies, but few
elaborate on the operationalization of
resilience.

¢ While some countries do not use the term
"resilience", they do include strategies for
building resilient systems and ensuring
business continuity (e.g,. Malaysia, Japan,
South Korea).

RESILIENCE AS A GOAL

e Beyond being an aspect of the national
cybersecurity strategy, some countries (e.g.,
New Zealand) identify secure and resilience
environment as one of the overarching goals

of the national cybersecurity strategy.

SPECIFIC CASES

* Singapore and Philippines have very

elaborate incorporation of cyber resilience
into the cybersecurity strategy.

Philippines aims to achieve resilient
enterprises which are "predictive and
mission focused to isolate and contain
damage, secure supply chains, and protect

key critical infrastructure to continue

operation through cyber attacks".

India includes the development of a
standard business continuity management
plan in the cybersecurity strategy.
Singapore and Philippines define a resilient
state of cyberspace, along with the norms,
procedures, processes and practices that it

comprises.

 Japan employs the "mission assurance”

approach which refers to the condition in
which all operators of critical
infrastructures understand the operations
or services that they should carry out as
their “missions” and ensure the provision of
operations and services “safely and

. 4
continuously”.




WHOLE-OF-SOCIETY POSTURE IN
STRATEGIES

Below are the findings on the extent to which the whole-of-society posture is adopted in the

&

_

national cybersecurity strategies, as well the roles, responsibilities, and mechanisms for participation
that have been identified for the civil society stakeholders.

While none of the countries mention the inclusion of civil society stakeholders in the development of
the national cybersecurity strategies, the following participation modalities are noted:

CYBER RISKS IDENTIFIED PUBLIC COMMUNICATION
e All countries identify not only state-level and e All countries use diverse programs and
entity-level cyber risks, they also note materials to raise awareness on
individual-level risks (e.g., identify theft). cybersecurity risks.
* People are identified as one of the important e Singapore adopts an advanced public
attack surfaces in the strategies. outreach approach and draws on behavioral
insights to nudge good cyber hygiene
ROLES AND RESPONSIBILITIES practice in the general public.
e Several countries identify the role of CAPACITY BUILDING

community-level stakeholders in the strategy.
. o ¢ Countries adopt a variety of approaches for
e Third-sector organizations are encouraged to
. , building cyber capacity in citizens:
participate in:
. . , o professional training programs - including
o information sharing,
o sector-specific training,
o outreach activities, ) )
_ . o educational programs run in schools,
o evaluating cybercrime law (e.g., o
colleges and universities,
Bangladesh), e o
o certification and accreditation for
o joining national CERT (e.g., New Zealand), ]
professionals.
o joining national cybersecurity steering

committee (e.g., Vanuatu). PROTECTION OF VULNERABLE GROUPS
CITIZEN CO-PRODUCTION OF CYBERSECURITY e Several countries identify specific population

groups and sectors that are vulnerable to

NN

» Few countries mention specific tools or
N S o cyber attacks:
platforms to facilitate citizen's participation
_ _ o children and young people,
in cybersecurity.

o women,
e Australia, New Zealand and Singapore have

" " o tourism sector (e.g., Samoa),
hotlines" for citizen reporting of adverse (e-g )

cyber events. o elderly (e.g., Sri Lanka),
o rural communities.
* Specific mechanisms to empower the
vulnerable are also identified:
o child online protection (e.g., Afghanistan,
Samoa, Vanuatu, China),

o outreach programs.
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CONCLUSION

Within the cyber security community there has
been an evolution from a security thinking (i.e.,
protection from attacks and designing fail-safe
systems) to a resilience thinking (i.e., functioning
despite attacks and designing systems that are
safe to fail). In general, countries around the
world are increasingly adopting cyber resilience
in their strategies and posturing. In the Asia and
the Pacific we have found that:

¢ several countries include resilience thinking in
their national cybersecurity strategies,

* however, few countries give elaborate framing
and operationalization of cyber resilience,

¢ all countries acknowledge cybersecurity as a
shared duty of all stakeholders

e however, there are limited avenues for citizen
co-production of cybersecurity,

e citizens are largely framed as recipients of
cybersecurity,

¢ and there remains better engagement around
cybersecurity between specific sectors, for
example between the government and the
private sector.

As noted in the 2012 WEF "Partnering for cyber
resilience" report, and in UN SDGI17 "Partnering
for the goals", there is a heightened need for
countries to ensure broad whole-of-society
participation (i.e., to "leave no one behind")
towards the achievement of global cyber
resilience goals and aspirations.

CYBER RESILIENCE AND THE UNITED NATIONS
2030 SUSTAINABLE DEVELOPMENT GOALS

» Enhancing cyber resilience of citizens and
civil society contributes to making
communities and human settlements safe,
inclusive, resilient, and sustainable (i.e.,
SDGTI).

Cyber resilience is also a crucial
component of national cyber security
strategy - towards the promotion of
peaceful and inclusive societies (i.e.,
SDG16).

Further, adopting an all-of-society
approach to cyber resilience promotes

effective public, public-private and civil

society partnerships towards the

sustainable development goals (i.e.,
SDG17).




7

RECOMMENDATIONS

The following are policy recommendations The nature of the global digital society, with the
towards enhanced cyber resilience in the Asia interconnectedness and interdependence
and the Pacific region. between countries, means that cyber resilience
also needs to be considered at the global
ARTICULATE CYBER RESILIENCE AND DEFINE multilateral level.
GOALS
e Cyber resilience needs to be clearly defined At this level:
and the goals outlined, incorporating cyber e multilateral cooperation frameworks for cyber
resilience management frameworks, metrics, resilience, would facilitate better participation
and maturity models. and engagement between countries;
¢ cyber resilience metrics, indices and maturity
OPERATIONALIZE CYBER RESILIENCE AT THE models would assist countries in their progress
WHOLE-OF-SOCIETY LEVEL towards mature cyber resilience.

e Cyber resilience needs to be framed from a
holistic, whole-of-society approach - clearly
highlighting the role of civil society
stakeholders.

¢ Clear regulations and mechanisms need to be
defined to facilitate the participation of the
civil society in the co-production of
cybersecurity.

INCLUDE CYBER RESILIENCE CAPACITY BUILDING

IN PROJECTS

e Internet connectivity projects and initiatives
need to be coupled with cyber resilience
capacity building.
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The COVID-19 pandemic is not only a global
health challenge. It has had cascading impacts
across many sectors of society, including the
economy, education, governance, and cultural
sectors. One of the sectors that has seen a
significant impact is the cyber sector.

With the increasing reliance on information and
communication technologies for communication
and telecommuting, due to the containment
measures that have been adopted across the
world, there has also been an increase in the

following adverse cyber events around the world.

e COVIDI9 infodemic - disinformation,
misinformation, and fake news around the
COVID-19 pandemic have been on the rise.

¢ Social engineering attacks - there has been
an increase in the number of phishing attacks,
across all varieties, that are leveraging
COVID-19 messaging in their content.

e Dataveillance - a number of technologies
(including apps) are being deployed and
employed towards epidemiological
surveillance of COVID-19, for symptom
tracking, as well as for contact tracing. Some
of these solutions pose a great privacy risk to
individuals.

e Others - there has been an increase in other
adverse cyber events including disruptions
(e.g., zoom-bombing), data leaks, and
malware around COVID-19.

7/

\

CYBER RESILIENGE IN THE TIMES OF
COVID-13 PANDEMIC

The COVID-19 pandemic has not only highlighted
the importance of preparedness and planning for
resilience, it has also shown the need for holistic,
systemic, and whole-of-society approaches to
managing resilience.

The cyber resilience recommendations that have
been noted in this report are not only relevant in
the times of the COVID-19, they are particularly
urgent, given the growing cyber risks and
vulnerabilities associated with the pandemic.

PANDEMIC
#COVID19
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