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This project aims to
enhance the cyber
resilience of citizens and
civil society through the
development of a civil
society centered cyber
resilience management
model, and the
operationalization of the
model through tools and
applications in
partnership with civil
society and government
stakeholders

CYBER
RESILIENCE

The big
idea ...

The capacity for positive adaptation
to achieve the desired functioning in
the context of significant adverse
cyber events.

THE CONTEXT
1

SMART DIGITAL FUTURES

Digital technologies are increasingly
becoming part of the pervasive and
critical infrastructure that supports all
areas of life, from health, economy, and
transportation to entertainment and
leisure services. At an individual level,
digital technologies are permeating
personal spaces, for example, through
personal health informatics, wearable
computing, and smart digital assistants.
At the collective societal level, smart
digital technologies are being
embedded in core human settlement
infrastructures - such as through smart
city developments.
Further, smart frontier technologies are
increasingly becoming mainstream as
the bedrock of global digital economy.

ADVERSE CYBER EVENTS

2

Adverse cyber events due to man-made
factors, such as technical faults, system
malfunction, cyber threats, and
advanced persistent threats, as well as
natural causes, such as typhoons,
floods and natural disasters, do not only
pose a real and significant risk to smart
digital life, but they are also an
increasing inevitability.

Source: NASDAQ

These adverse cyber events affect all of
society. They disrupt government
operations, cost business millions of
dollars, and negatively impact on
personal lives.

THE CHALLENGES
CYBER RESILIENCE GAPS
Cyber resilience has traditionally been
considered from the perspective of
governments, private sector companies,
and organizations. This neglects the
role and the responsibilities of citizens
and community-level stakeholders
towards cyber resilience. It also fails to
recognize cyber resilience as an
attribute of the whole system and as
requiring a whole-of-society approach.

Cyber resilience is typically considered
from the single domain of technical
systems, thus towards ensuring the
resilience of critical infrastructure,
supervisory control and data acquisition
systems, and information and
communication technologies
infrastructure. This does not take into
consideration the multi-dimensionality of
cyber resilience.

With the proliferation of adverse cyber
events, recent reports show that
personal data is one of the top data
varieties to get compromised. Further,
sophisticated attack vectors are
increasingly targeted at individuals and
civil society organizations. Current
cyber resilience models and frameworks
are non-trivial to operationalize for
individuals and civil society
organizations.

THE SOLUTION
OBJECTIVES AND ACTIVITIES

01

02

REVIEW

DEVELOP

Undertake a systematic
review of cyber security
strategies of countries to
investigate the incorporation
of all-of-society and citizen
centric perspectives.

Develop a cyber resilience
management model that
takes into account the
citizens and civil society
requirements and
considerations

04

EVALUATE
Evaluate the effectiveness of
the project artifacts towards
enhancing the cyber
resilience of citizens and
civil society stakeholders

03

USE
Operationalize the cyber
resilience management
model through the
development of tools,
applications, and toolkits for
civil society stakeholders

THE PATHWAYS TO IMPACT
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EVIDENCE FOR POLICY

The findings from the systematic review
of cyber security strategies will provide
evidence on the current situation of
incorporating civil society centric cyber
resilience considerations in the national
strategies.
It will also highlight best practices with
regards to cyber security strategies that
adopt an all-of-society approach to
cyber resilience.
These will contribute towards informing
policy development and planning at the
government level.
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INTERVENTIONS WITH STAKEHOLDERS

The cyber resilience management
model developed in this project will be
operationalized through interventions
that aim to enhance the cyber resilience
of citizens and civil society
stakeholders.
These could include capacity building
workshops, development of tools and
applications for cyber resilience
assessment, development of metrics
and indicators for civil society centric
cyber resilience, and development of
indices and maturity models.

THE OUTCOMES
1

SUSTAINABLE DEVELOPMENT

Enhancing cyber resilience of citizens
and civil society contributes to making
communities and human settlements
safe, inclusive, resilient, and
sustainable (SDG11). Cyber resilience
is also a crucial component of national
cyber security strategy - towards
promotion of peaceful and inclusive
societies (SDG16). Further, adopting an
all-of-society approach to cyber
resilience promotes effective public,
public-private and civil society
partnerships towards the sustainable
development goals (SDG17).
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EMPOWERED CIVIL SOCIETY

Traditionally the responsibility for
dealing with critical adverse cyber
events lies with the private sector
technology service providers as well as
with government agencies, including
CERTs. Enhancing the cyber resilience
of civil society through an all-of-society
approach, improves the situational
awareness, preparedness, and capacity
to respond, of civil society stakeholders.
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SAFE, RESILIENT, AND SUSTAINABLE COMMUNITIES

Communities that are resilient to
adverse cyber events are able to
achieve desired functionings despite the
information and communication
technologies disruptions.

"Enhancing the Resilience of Citizens in
Smart Digital Futures"

For more information contact:
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